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(54) Method and apparatus for processing information, and recording medium 



(57) A technique for updating a master key while 
maintaining interoperability is provided. An encrypted 
data memory stores an encrypted master key obtained 
by encrypting a master key using a device key stored in 
a device key memory. A master key decoder produces 
a master key by decoding the encrypted master key 



stored in the encrypted data memory using the device 
key stored in the device key memory. From the above- 
described master key a master key of an older gener- 
ation can be produced. More specifically a master key 
of an older generation can be produced by applying a 
predetermined unidirectional function to the former 
master key.. 
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Description 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a method and 
apparatus for processing information, and to a recording 
medium, for preventing data from being fraudulently 
copied. 

[0002] In recent years, recording devices and record- 
ing media for recording information in a digital fashion 
are becoming increasingly popular. These recording de- 
vices and recording media are capable of recording and 
reproducing data such as video data or music data with- 
out creating degradation. Therefore, it is possible to 
make a copy of data a great number of times while main- 
taining high quality. However, such an advantage can 
result in a disadvantage for copyright holders, because 
copyrighted data can be copied fraudulently a great 
number of times while maintaining high quality and dis- 
tributed in markets. Thus, there is a need that recording 
devices and recording media have a capability of pre- 
venting copyrighted data from being fraudulently cop- 
ied. 

[0003] For example, in the mini disc (MD (trademark)) 
system, a technique called SCMS (Serial Copy Man- 
agement System) is employed. In this technique, when 
music data is transmitted via a digital interface, informa- 
tion is transmitted together with the music data so as to 
indicate whether the music data is copy free, copy once 
allowed, or copy prohibited. When a mini disc recorder 
receives music data via a digital interface, the mini disc 
recorder detects an SCMS. If the detected SCMS indi- 
cates that the music data is copy prohibited, the music 
data is not recorded on a mini disc. In the case of copy- 
once-allowed music data, the SCMS is converted to in- 
dicate that the music data is copy prohibited, and the 
converted SCMS is recorded together with the received 
music data. If the SCMS indicates that the music data 
is copy free, the SCMS is recorded together with the re- 
ceived music without changing the SCMS. 
[0004] In the mini disc system, as described above, 
SCMS is used to protect data having a copyright from 
being fraudulently copied. 

[0005] In the art of digital versatile disks (DVDs), a 
content scramble system is used to protect data having 
a copyright from being fraudulently copied. In this sys- 
tem, data having a copyright is recorded on a disk after 
being encrypted, and a decrypting key is given only to 
licensed recording devices so that only the licensed re- 
cording device can decode the encrypted data into plain 
data. To receive a license, any recording device is re- 
quired to be designed such that fraudulent copying of 
data is impossible. Thus, in the DVD system, data hav- 
ing a copyright is protected from being fraudulently cop- 
ied. 

[0006] However, in the method employed in the mini 
disc system, if a recording device which does not obey 
the standard is produced fraudulently, that is a recording 



device which does not change a copy-once-allowed SC- 
MS to a copy-prohibited SCMS is produced, then it is 
impossible to prevent data from being copied by the un- 
authorized recording device. 

5 [0007] On the other hand, although the method em- 
ployed in the DVD system is effective for FIOM (Read 
Only Memory) type media, the method is not effective 
for RAM (Random Access Memory) type media which 
allow a user to record data, because even an unauthor- 

10 ized user, who may not decode encrypted data, can 
copy all encrypted data recorded on a disk onto a new 
disk thereby easily producing a disk which can be repro- 
duced by authorized recording devices. 
[0008] The inventors of the present invention have 

15 proposed, as disclosed- in Japanese Unexamined Pat- 
ent Publication No. 11-224461 (Japanese Patent Appli- 
cation No. 10-25310), a technique in which information 
identifying a particular recording medium (hereinafter 
referred to as medium identification information) is re- 

20 corded together with other data on that particular record- 
ing medium so that only devices having a license asso- 
ciated with the medium identification information can ac- 
cess the recording medium. In this technique, data is 
recorded on a recording medium after being encrypted 

25 using a secret key (master key) obtained by receiving a 
license and medium identification information so that 
any unauthorized device cannot decrypt the encrypted 
data even if an unauthorized device can read encrypted 
data. To receive the license, any device has to be limited 

30 in operation such that fraudulent copying of data is im- 
possible. 

[0009] Because an authorized device cannot access 
medium identification information, and medium identifi- 
cation information is uniquely assigned to respective 

35 media, even if an unauthorized device copies encrypted 
data onto a new medium, such encrypted data recorded 
on the medium cannot be decrypted into correct data 
not only by unauthorized devices but also by authorized 
devices although the encrypted data can be accessed. 

40 Thus, fraudulent copying is effectively prevented. 

[0010] However, in the above-described technique, 
the secret key (master key) which can be obtained under 
license has to be common for all devices. This require- 
ment is needed to make it possible tor any authorized 

45 device to reproduce data which has been recorded on 
a recording medium by another authorized device (such 
a requirement is called interoperability). 
[0011] However, if a certain device is attacked by an 
attacker, and if a secret key held by that device is ex- 

so posed, then the secret key for all devices becomes ex- 
posed in effect. In this case, not only data which was 
recorded before the secret key was exposed but also 
data which was recorded after the secret key was ex- 
posed can be encrypted using the -exposed secret key. 

55 [0012] In view of the above, it is an object of the 
present invention to provide a technique for reducing the 
ability for data to be fraudulently copied while maintain- 
ing interoperability. 
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SUMMARY OF THE INVENTION 

[0013] According to an aspect of the present inven- 
tion, there is provided an information processing appa- 
ratus comprising acquisition means tor acquiring a first 
key from the outside, the first key being capable of pro- 
ducing a first key of a generation older than the gener- 
ation of the first key acquired from the outside; and up- 
dating means for updating the content of first key stor- 
age means storing the first key with the first key acquired 
via the acquisition means. 

[0014] In one embodiment, the updating means may 
update the content of the first key storage means when 
the generation of the first key acquired via the acquisi- 
tion means is later than the generation of the first key 
stored in the first key storage means. 
[0015] In an alternative embodiment, the updating 
means may replace the first key stored in the first key 
storage means with the first key acquired via the acqui- 
sition means. 

[001 6] Preferably, the information processing appara- 
tus further includes first key storage means for storing 
a first key capable of producing a first key of a generation 
older than the generation of the first key stored in the 
first key storage means. 

[0017] The first key storage means may in one em- 
bodiment store a first encrypted key obtained by en- 
crypting the first key in accordance to a second key. In 
this case, the information processing apparatus may fur- 
ther include decoding means for decoding the first en- 
crypted key in accordance with the second key. 
[0018] The information processing apparatus accord- 
ing to an embodiment of the present invention may fur- 
ther include second key storage means for storing the 
second key. 

[0019] The information processing apparatus of an 
embodiment of the present invention may further in- 
clude production means for producing, from the first key 
stored in the first key storage means, a first key of a 
generation older than the generation of the first key 
stored in the first key storage means. 
[0020] The production means may preferably pro- 
duce a first key of a generation older than the generation 
of the first key stored in the first key storage means by 
applying a predetermined function to the first key stored 
in the first key storage means. 

[0021] The acquisition means may read the first key 
from a recording medium on which the first key is re- 
corded. 

[0022] In the case where a plurality of first keys are 
recorded on a recording medium, the acquisition means 
of one embodiment may read a particular first key of the 
plurality of first keys, the particular first key being as- 
signed to the information processing apparatus. 
[0023] The information processing apparatus accord- 
ing to an embodiment of the present invention may fur- 
ther include encryption means for encrypting data in ac- 
cordance with the first key stored in the first key storage 



means. 

[0024] Furthermore, the information processing ap- 
paratus according to an embodiment of the present in- 
vention may further include: comparison means for 

s comparing the generation of the first key stored in the 
first key storage means with a particular generation of 
a first key, the particular generation being indicated by 
generation information recorded on a recording medi- 
um; and recording control means for controlling record- 

io jng of data onto the recording medium in accordance 
with a comparison result given by the comparison 
means. 

[0025] The recording control means may preferably 
allow data to be recorded on the recording medium, only 
is when the generation of the first key stored in the first 
key storage means is equal to or later than the genera- 
tion indicated by the generation information recorded on 
the recording medium, 

[0026] The information processing apparatus accord- 

20 jng to an embodiment of the present invention may fur- 
ther include encryption means for encrypting data in ac- 
cordance with the first key stored in the first key storage 
means and outputting the resultant encrypted data. In 
this case, the recording control means may record the 

25 encrypted data onto the recording medium. 

[0027] Preferably, the recording control means also 
records, onto the recording medium, the generation in- 
formation indicating the generation of the first key used 
by the encryption means to encrypt the data. 

30 [0028] The information processing apparatus accord- 
ing to an embodiment of the present invention may fur- 
ther include decoding means for decoding encrypted 
data in accordance with the first key stored in the first 
key storage means. 

35 [0029] The information processing apparatus may 
further include: comparison means for comparing the 
generation of the first key stored in the first key storage 
means with a particular generation of a first key, the par- 
ticular generation being indicated by generation infor- 

40 mation recorded on a recording medium; and reproduc- 
ing control means for controlling reproducing of data 
from the recording medium, in accordance with a com- 
parison result given by the comparison means. 
[0030] The reproducing control means may prefera- 

45 bly allow data to be reproduced from the recording me- 
dium, only when the generation of the first key stored in 
the first key storage means is equal to or later than the 
generation indicated by the generation information re- 
corded on the recording medium. 

so [0031] In the case where encrypted data is recorded 
on a recording medium, the information processing ap- 
paratus may further include decoding means for decod- 
ing the encrypted data in accordance with the first key 
stored in the first key storage means. 

55 [0032] The information processing apparatus accord- 
ing to an embodiment of the present invention may fur- 
ther include: first comparison means for comparing the 
generation of the first key stored in the first key storage 
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means with a generation indicated by first generation 
information stored on a recording medium on which en- 
crypted data obtained by encrypting data according to 
a first key and the first generation information indicating 
the generation of the first key used to encrypt the data 
are recorded; reproducing control means for controlling 
reproducing ol encrypted data from the recording medi- 
um, in accordance with a comparison result given by the 
first comparison means; and decoding means for de- 
coding the encrypted data in accordance with the first 
key stored in the first key storage means. 
[0033] The reproducing control means may prefera- 
bly allow data to be reproduced from the recording me- 
dium, only when the generation of the first key stored in 
the first key storage means is equal to or later than the 
generation indicated by the first generation information 
recorded on the recording medium. 
[0034] In the case where second generation informa- 
tion indicating the generation of a particular first key has 
been recorded, in advance, on a recording mediunrv the 
information processing apparatus may further include 
second comparison means for comparing the genera- 
tion indicated by the second generation information re- 
corded on the recording medium with the generation of 
the first key stored in the first key storage means. In this 
case, the reproducing control means may control repro- 
ducing of the encrypted data from the recording medi- 
um, in accordance with comparison results given by the 
first and second comparison means. 
[0035] The information processing apparatus accord- 
ing to an embodiment of the present invention may fur- 
ther include production means for producing a first key 
in such a manner that, when the generation of the first 
key stored in the first key storage means is later than a 
generation indicated by first generation information 
stored on the recording medium, the production means 
produces a first key of the generation indicated by the 
first generation information from the first key stored in 
the first key storage means. In this case, the decoding 
means may decode the encrypted data in accordance 
with the first key produced by the production means. 
[0036] The information processing apparatus accord- 
ing to an embodiment of the present invention may fur- 
ther include production means for producing, from the 
first key stored in the first key storage means, a first key 
of a particular generation indicated by generation infor- 
mation recorded on a recording medium; encrypting 
means for encrypting data in accordance with the first 
key produced by the production means and outputting 
the resultant encrypted data; and recording control 
means for recording the encrypted data onto the record- 
ing medium. 

[0037] The information processing apparatus may 
further include: production means for producing, from 
the first key stored in the first key storage means, a first 
key of a particular generation indicated by generation 
information recorded on a recording medium; reproduc- 
ing control means for reproducing data recorded on the 
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recording medium; and decoding means for decoding 
the data reproduced from the recording medium, in ac- 
cordance with the first key produced by the production 
means. 

5 [0038] According to another aspect of the present in- 
vention, there is provided an information processing 
method comprising the steps of: acquiring a key from 
the outside, the key being capable of producing a key 
of a generation older than the generation of the key ac- 

10 quired from the outside; and updating the content of key 
storage means storing the key with the key acquired via 
the acquisition means. 

[0039] According to still another aspect of the present 
invention, there is provided a first recording medium on 

is which aprogram is recorded, sakiprogram including the 
steps of: acquiring a key from the outside, the key being 
capable of producing a key of a generation older than 
the generation of the key acquired from the outside; and 
updating the content of key storage means storing the 

20 key with the key acquired via the acquisition means. 
[0040] According to still another aspect of the present 
invention, there is provided a second recording medium 
on which generation information indicating the genera- 
tion of a first key used to encrypt data is recorded. 

25 [0041] As described above, in the information 
processing apparatus, the information processing meth- 
od, and the first recording medium, according to the 
present invention, a key capable of producing a key of 
an older generation is acquired from the outside, and 

30 the content of key storage means storing a key is up- 
dated with the acquired key. This makes it possible to 
prevent an unauthorized copy of data, while maintaining 
interoperability. 

[0042] In the second recording medium according to 
35 the present invention, generation information indicating 
the generation of the first key capable of producing an- 
other key of an older generation is stored on the second 
recording medium, thereby making it possible to prevent 
an unauthorized copy of data while maintaining interop- 
40 erability. 

[0043] Further particular and preferred aspects of the 
present invention are set out in the accompanying inde- 
pendent and dependent claims. Features of the depend- 
ent claims may be combined with leatures of the inde- 
45 pendent claims as appropriate, and in combinations oth- 
er than those explicitly set out in the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

so [0044] The present invention will be described further, 
by way of example only, with reference to preferred em- 
bodiments thereof as illustrated in the accompanying 
drawings, in which: 

55 Fig. 1 is a block diagram illustrating an embodiment 

of a reproducing apparatus according to the present 
invention; 

Fig. 2 is a schematic diagram illustrating data used 



so 
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to update a master key; 

Fig. 3 is a flow chart illustrating an operation of up- 
dating a master key performed by the reproducing 
apparatus; 

Fig. 4 is a schematic diagram illustrating an opera- 
tion of decoding a master key performed by the re- 
producing apparatus; 

Fig. 5 is a flow chart illustrating an operation of re- 
producing information performed by the reproduc- 
ing apparatus; 

Fig. 6 is a block diagram illustrating an embodiment 
of a recording/reproducing apparatus according to 
the present invention; 

Fig. 7 is a block diagram illustrating an example of 
the construction of an encrypting/decrypting LSI 36; 
Fig. 8 is a schematic diagram illustrating a format 
of a recording medium 21; 

Fig. 9 is a flow chart illustrating a process of updat- 
ing a master key performed by the recording/repro- 
ducing apparatus; 

Fig. 10 is a flow chart illustrating a process of re- 
cording data performed by the recording/reproduc- 
ing apparatus; 

Fig. 11 is a schematic diagram illustrating a method 
of recording gene rat ion -when -encrypted informa- 
tion; 

Fig. 1 2 is a flow chart illustrating a process of repro- 
ducing data performed by the recording/reproduc- 
ing apparatus; and 

Fig. 1 3 is a block diagram illustrating an embodi- 
ment of a computer according to the present inven- 
tion. 

DESCRIPTION OF THE PREFERRED EMBODIMENT 

[0045] Fig. 1 is a block diagram illustrating an embod- 
iment of a reproducing apparatus according to the 
present invention. In the reproducing apparatus, a de- 
vice key memory 2 stores a device key DKj assigned to 
this reproducing apparatus. An encrypted data memory 
3 stores an encrypted master key C(j, i) (obtained by 
encrypting a master key MKj using the device key DKj). 
Herein, the relationship among the device key DKj, the 
master key MKj, and the encrypted master key CQ, i) is 
represented by C(j, i) = Enc(DKj, MKj). 
[0046] Subscripts i and j denote the generation 
number and the category number, respectively. The cat- 
egory number is assigned to a device such as a repro- 
ducing apparatus such that each device or each device 
manufacturer is assigned a particular category number. 
When it is not necessary to distinguish device keys DKj 
among those having different category numbers j, they 
are simply represented as device keys DK. Similarly, 
when it is not necessary to distinguish master keys MKj 
among those having different generation numbers i, 
they are simply represented as master keys MK. Fur- 
thermore, an encrypted master key C(j, i) is also repre- 
sented simply as an encrypted master key C when such 



a simple representation is aliowed. 
[0047] A device key DK and an encrypted master key 
C are given to a device by a key-issuing organization 
and stored in advance in the device. The key-issuing 
s organization holds the master key and also secretly 
holds devices keys DK in relation to category numbers j. 
[0048] A master key decoder 4 decodes the encrypt- 
ed master key C stored in the encrypted data memory 
3 usingthe device key DK stored in the device key mem- 
io ory 2 thereby obtaining a master key MK. More specifi- 
cally, if a function used to decode encrypted data X using 
a key Y is represented as Dec(Y, X), the master key de- 
coder 4 performs a calculation according to an equation 
MKj = Dec(DKj, C(j, i)). The obtained master key MK is 
is supplied to a decrypter 5. 

[0049] When data, recorded on an optical disk 11 after 
being encrypted using a master key MK, is read by a 
data reader 6 and supplied to the decrypter 5, the de- 
crypter 5 decrypts the data using the master key MK 
20 supplied from the master key decoder 4. That is, data 
encrypted in accordance with the master key MK is 
stored on the optical disk 11, and the decrypter 5 de- 
crypts (decodes) the encrypted data using the master 
key MK. If the decrypted data is, for .example, image da- 
25 ta, the decrypted data is output to a display device and 
displayed thereon. When it is required to update the 
master key MK, the data reader 6 reads an encrypted 
master key C encrypted using the device key DK from 
an optical disk 11 on which data used for updating is 
30 recorded, and outputs the obtained encrypted master 
key C to the encrypted data memory 3. 
[0050] An operation of updating a master key per- 
formed by a reproducing apparatus is described below. 
Updating of the master key is performed as required, for 
35 example, when a master key MKj of a generation i is 
exposed by an attacker, or performed at fixed intervals. 
In the following description, it is assumed that the key- 
issuing organization provides an optical disk on which 
master keys MKj (encrypted master keys C(j, i)) encrypt- 
40 ed using all devices keys assigned to devices are de- 
scribed for use in updating the master key MKj. Of 
course, encrypted master keys C(j, i) may also be sup- 
plied via a recording medium other than optical disks or 
via a network such as the Internet. It is not necessarily 
45 required that the optical disk 1 1 be dedicated to the pur- 
pose of updating the master key MKj, but the optical disk 
11 may also store content data such as video data or 
audio data, or the optical disk 11 may be such a disk 
which allows content data to be recorded. 
50 [0051] Fig. 2 illustrates an example of a set of encrypt- 
ed master keys C(j, i) recorded on the optical disk 11 . In 
this example, data is used to update a master key MK S 
of a generation i to a master key MK i+1 of a generation 
i + 1. More specifically, the optical disk 11 stores cate- 
55 gory numbers j and encrypted master keys C(j, i + 1) 
obtained by encrypting a master key MK i+1 in accord- 
ance with the device key DKj wherein they are recorded 
in a related fashion 
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[0052] As can be seen from Fig. 2, the same master 
key MK i+1 is employed for all category numbers j. Em- 
ployment of the same master key MK for all devices 
makes it possible for any authorized device having the 
device key DK to use data encrypted according to the 
master key MK, that is, interoperability can be achieved. 
On the other hand, unauthorized devices having no de- 
vice key cannot obtain the master key by means of de- 
coding and thus cannot decode data which has been 
encrypted using the master key MK. 
[0053] For example, it is known that a device having 
a category number 2 has been attacked by an attacker 
and its device key DK 2 has been exposed, a field for the 
encrypted master key C(2, i + 1 ) corresponding to the 
category number 2 is blanked, as shown in Fig. 2, so 
that a master key MK i+1 of a new generation is not sup- 
plied to the device whose device key DK has been ex- 
posed. 

[0054] Referring now to the flow chart shown in Fig. 
3, an operation performed by the reproducing apparatus 
to update the master key MKj of the generation of i to a 
master key of a generation ol i + 1 is described below. 
In step S1 , an optical disk 11 on which data used to up- 
date the master key MK has been stored in the above- 
described manner is set on the reproducing apparatus. 
In step S2, the data reader 6 of the reproducing appa- 
ratus reads from the optical disk an encrypted master 
key C(j, i + 1) corresponding to the category number j 
(the device key DK stored) assigned to the reproducing 
apparatus. For example, when the category number j is 
3, an encrypted master key C(3, i + 1 ) is read. 
[0055] After being read in the above-described man- 
ner, the encrypted master key C(j, i + 1) is stored in the 
encrypted data memory 3 in step S3. The encrypted da- 
ta memory 3 stores only the encrypted master key C(j, 
i + 1) updated in the above-described manner 
[0056] To reproduce data, which has been stored on 
the optical disk 11 after being encrypted using the mas- 
ter key MK, using the encrypted master key C(j, i + 1) 
stored in the encrypted data memory 3, the master key 
decoder 4, as shown in Fig. 4, obtains a master key 
MK j+1 by decoding the encrypted master key C(j, t + 1) 
stored in the encrypted data memory 3 in accordance 
with the device key DK stored in the device key memory 
2. 

[0057] The encrypted data stored on the optical disk 
1 1 is then decoded using the obtained master key MK i+1 . 
[0058] Referring to the flow chart shown in Fig. 5, the 
reproduction process is described in further detail be- 
low. First, in step Sll, the data reader 6 of the reproducing 
apparatus reads data from the optical disk 1 1 set on the 
reproducing apparatus. The optical disk 11 includes a 
lead-in area and a data area, wherein a TOC (Table Of 
Contents) representing directory information and a file 
name of data stored in the data area is stored in the 
lead-in area. The lead-in area also stores data (gener- 
ation information) indicating the generation of the mas- 
ter key MK employed to encrypt the data stored in the 



data area. Because the generation information indicates 
the generation ol the master key MK used to encrypt the 
data when recording the data, the generation informa- 
tion will also be referred to as generation-when-encrypt- 
5 ed information. 

[0059] In step S11, the data reader 6 read the data 
stored in the lead-in area, and the process goes to step 
S1 2. In step S1 2, the master key decoder 4 detects the 
generation i of the master key MK used to encrypt the 
10 data stored in the data area from the data which has 
been read by the data reader 6 and supplied to the mas- 
ter key decoder 4 via the encrypted data memory 3. In 
the next step S1 3, the master key decoder 4 produces 
a master key MK, of the generation of i determined in 
is the previous step. 

[0060] For example, when the detected generation of 
the master key MK is the latest generation i + 1 , the mas- 
ter key decoder 4 produces a master key MK j+1 by de- 
coding the encrypted master key C(j, i + 1) stored in the 
20 encrypted data memory 3 using the device key DK 
stored in the device key memory 2. 
[0061] On the other hand, when the detected gener- 
ation of the master key MK is older than the generation 
of the master key stored in the encrypted data memory 
25 3, the master key decoder 4 produces a master key MK 
of the detected generation using the encrypted master 
key C stored in the encrypted data memory 3. That is, 
the master key decoder 4 first acquires the master key 
MK j+1 by means of decoding as described earlier. The 
30 master key decoder 4 then produces the master key MK 
of the detected generation by applying a unidirectional 
function f , which is stored in the master key decoder 4, 
to the master key MK i+1 as many times as the difference 
between the generation of the master key MK i+1 and the 
35 detected generation. 

[0062] For example, if the generation of the master 
key MK stored in the encrypted data memory 3 is i + 1 , 
and if the generation of the master key MK detected in 
the above-described manner is i -1 , then the master key 
40 decoder 4 produces a master key MK M by applying the 
unidirectional function f twice, that is, by calculating a 
function f(f(MK i+1 )). Similarly, if the generation of the 
master key MK stored in the encrypted data memory 3 
is i + 1 , and il the generation of the master key MK de- 
45 tected in the above-described manner is i -2, then the 
master key decoder 4 produces a master key MKj_ 2 by 
applying the unidirectional function f three times, that is, 
by calculating function f(f(f(MK k1 ))). 
[0063] Herein, the unidirectional function may be a 
so hash function. More specifically, a hash function accord- 
ing to the MD-5 (Message Digest 5) or the SHA-1 (Se- 
cure Hash Algorithm-1) may be employed. The key-is- 
suing organization determines, in advance, master keys 
MK V MK 2: ..., MK N , which may be converted to master 
ss keys of older generations using the unidirectional func- 
tion. More specifically, the master key MK N of the Nth 
generation is first determined, and then older-genera- 
tion master keys MK N . 15 MK N _ 2 ,. ... MK 1( are produced 
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from the master key MK N by iterating application of the 
unidirectional function. The key-issuing organization is- 
sues master keys in the order of generations starting 
from the master key MK, having the smallest generation 
number (oldest-generation master key). The unidirec- 
tional function used to generate a master key of an older 
generation than that stored in the reproducing appara- 
tus is stored in the master key decoder 4 of all repro- 
ducing apparatus. 

[0064] As for the method of producing master keys, a 
public-key encryption technique may be employed. In 
this case, the key-issuing organization holds a secret 
key according to the public-key encryption technique 
and gives a public key corresponding to the secret key 
to all reproducing apparatus. The key-issuing organiza- 
tion determines a first-generation master key MK, and 
issues it. When a second-generation or later-generation 
master key MKj is required, the key-issuing organization 
produces a master key MKj by converting a master key 
MK M of an immediately previous generation. Therefore, 
in this case, the key-issuing organization does not need 
to generate, in advance, an Nth-generation master key 
using a unidirectional 'function. Furthermore, theoreti- 
cally, it is possible to generate a master key of any gen- 
eration without limitation. 

[0065] If the reproducing apparatus has a master key 
MK of a certain generation, the reproducing apparatus 
can obtain a master key of an older generation by con- 
verting the master key MK using a public key. 
[0066] As described above, the master key decoder 
4 can generate a master key MK of an older generation 
using an encrypted master key C corresponding to a lat- 
est-generation master key MK, and thus the encrypted 
data memory 3 is required only to store the encrypted 
master key C corresponding to the latest-generation 
master key. 

[0067] After producing (by means of decoding) the 
master key MK of the detected generation in step S13, 
the data reader 6 : in step S1 4, reads data from the data 
area of the optical disk 11 . Furthermore, in step S14 ; the 
decrypter 5 decrypts (decodes) the data read by the da- 
ta reader 6, using the master key MK obtained in step 
S13. If the decrypted data is, for example, image data, 
then, in the next step S15, the decrypted data is output 
to the display device and displayed thereon. 
[0068] In the present embodiment, as descried 
above, the master key MK capable of producing a mas- 
ter key of an older generation is encrypted using device 
keys DK assigned to the respective devices and the re- 
sultant encrypted master keys are supplied to the re- 
spective devices so as to update the master key MK 
stored in the respective devices. This makes it possible 
to update the master key MK while maintaining interop- 
erability. It becomes also possible to reject a device hav- 
ing an exposed device key DK. Any device having the 
master key MK of the latest generation can generate a 
designated master key using the unidirectional function 
f , and thus the device needs a less capacity of memory. 



[0069] In the reproducing apparatus, the master key 
MK used to decode the data is discarded after comple- 
tion of the decoding. When the master key MK is re- 
quired again after that, the master key MK is produced 

s by decoding the encrypted master key C using the de- 
vice key DK. Therefore, it becomes possible to avoid a 
reduction in the degree of concealment, which would 
otherwise occur when a non-encrypted master key MK 
remains in the reproducing apparatus. 

10 [0070] Although in the embodiment described above, 
the encrypted data memory 3 stores only the encrypted 
master key C of the updated generation, the encrypted 
data memory 3 may store encrypted master keys of var- 
ious generations. In this case, it is not required to cal- 

15 culate a master key MK of a required generation, and 
thus a less processing capacity is required. 
[0071] When one of master keys MK V MK 2 , ... MK N 
capable of producing master keys of older generations 
using a unidirectional lunction is given, it is impossible 

20 to generate a master key of a generation later than the 
generation of the given master key, and thus data is pro- 
tected from being fraudulently decoded using a new- 
generation master key MK produced from an old-gen- 
eration master key MK. 

25 [0072] As described above, by updating the master 
key MK as required, it is possible to protect data encrypt- 
ed according to the updated master key MK. However, 
data encrypted using a master key MK of a generation 
older than the updated generation is not protected. 

30 [0073] That is, although the above-described tech- 
nique of updating master keys may be applied to a re- 
cording apparatus which records data after encrypting 
the data using a master key, when a master key MK is 
attacked by an attacker and exposed, if the exposed 

35 master key is employed by a recording apparatus to 
record data, then any reproducing apparatus which 
does not have a new-generation master key but has the 
exposed master key MK can reproduce data from an 
optical disk 1 1 . Therefore, if a recording apparatus using 

40 an old-generation master key MK, that is a recording ap- 
paratus which does not or cannot update its master key 
MK is used for a long period of time, data is decoded by 
unauthorized reproducing apparatus to which new-gen- 
eration master key MK is not given. 

45 [0074] To avoid the above problem, an embodiment 
of the present invention provides a recording/reproduc- 
ing apparatus. An example of the construction of the re- 
cording/reproducing apparatus is shown in Fig. 6. 
[0075] Using a bus 31 , connections are made among 

50 a digital interface 32, an MPEG (Moving Picture Experts 
Group) codec 33, an encrypting/decrypting LSI (large 
Scale Integrated Circuit) 36, a CPU (Central Processing 
Unit) 37, a memory 38, and a recording medium inter- 
face 39. 

55 [0076] The digital interface 32 receives a content in 
the form of a digital signal supplied from the outside and 
outputs the received content over the bus 31 The digital 
interface 32 also receives a digital signal via the bus 31 
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and outputs it to the outside. The MPEG codec 33 
MPEG-decodes MPEG-coded data supplied via the bus 
31 and outputs the resultant data to a converter 34. The 
MPEG codec 33 also MPEG-encodes a digital signal 
supplied from the converter 34 and outputs the resultant 
signal over the bus 31 

[0077] The converter 34 converts the MPEG-decoded 
digital signal received from the MPEG codec 33 into an 
analog signal and supplies the resultant analog signal 
to an analog interface 35. The converter 34 also con- 
verts an analog signal supplied from the analog inter- 
face 35 into a digital signal and supplies the resultant 
digital signal to the MPEG codec 33. The analog inter- 
face 35 receives a content in the form of an analog signal 
supplied from the outside and outputs the received an- 
alog signal to the converter 34. The analog interface 35 
also receives an analog signal from the converter 34 and 
outputs the received analog signal to the outside. 
[0078] The encrypting/decrypting LSI 36 encrypts or 
decrypts the content in the form of the digital signal sup- 
plied via the bus 31 and outputs the result over the bus 
31. 

[0079] The CPU 37 controls various components 
such as the MPEG codec 33 and the encrypting/de- 
crypting LSI 36 and performs various processes by ex- 
ecuting a program stored in the memory 38. The mem- 
ory 38 may be a nonvolatile memory and serves to store 
the program executed by the CPU 37 and data required 
for operations of the CPU 37. The recording medium in- 
terface 39 reads (reproduces) digital data from a record- 
ing medium such as an optical disk 21 and outputs the 
obtained digital data over the bus 31 . The recording me- 
dium interface 39 also supplies digital data received via 
the bus 31 to the recording medium 21 so as to record 
it on the recording medium 21 

[0080] Fig. 7 illustrates an example of the construction 
of the encrypting/decrypting LSI 36 shown in Fig. 6. In 
Fig. 7, similar parts to those in the reproducing appara- 
tus shown in Fig. 1 are denoted by similar reference nu- 
merals, and they are not described in further detail un- 
less required. 

[0081] An encoder 41 encrypts a content in an ordi- 
nary form (ordinary content) received via the bus 31 in 
accordance with the master key output from the master 
key decoder 4 thereby producing encrypted data (en- 
crypted content). The resultant encrypted content is out- 
put over the bus 31 . A decoder 42 decodes the encrypt- 
ed content received via the bus 31 in accordance with 
the master key MK output from the master key decoder 
4 thereby converting it to a content in the normal form. 
The resultant normal content is output over the bus 31 
[0082] A master key updating unit 43 controls updat- 
ing of the master key MK stored in the encrypted data 
memory 3. 

[0083] Fig. S illustrates the format of the recording me- 
dium 21 used by the recording/reproducing apparatus 
shown in Fig. 6 

[0084] The data recorded on the recording medium 



shown in Fig. 8, as in the example shown in Fig. 2, is 
used to update a mater key MK< of a generation i into a 
master key MK i+1 of a generation i + 1 On the recording 
medium 21 , as with the optical disk 1 1 described above, 
5 a table is recorded which describes the correspondence 
between the category numbers j and the encrypted mas- 
ter keys C(j, i + 1) (hereinafter, the table will also be re- 
ferred to as a key table). The recording medium 21 also 
stores generation information #n indicating the genera- 
10 tion of a master key having a smallest generation 
number required to record or reproduce data onto or 
from the recording medium 21 . The generation informa- 
tion #n is recorded in advance, for example, when the 
recording medium 21 is produced. This generation in- 
15 formation will also be referred to as prerecorded gener- 
ation information in order to distinguish it from the gen- 
eration-when-encrypted information described above. 
[0085] The key table and the prerecorded generation 
information #n are stored in a read-only area such as a 
20 lead-in area of the recording medium 21 so that the key 
table and the prerecorded generation information #n are 
protected from being rewritten fraudulently. 
[0086] The apparatus is designed such that data can 
be recorded on the recording medium 21 only when the 
25 apparatus has a master key MK of a generation equal 
to or later than the generation indicated by the prere- 
corded generation information stored on the recording 
medium 21 . If recording media 21 on which prerecorded 
generation information #n indicating a particular gener- 
30 ation is recorded are widely distributed, then the master 
keys of recording apparatus 1 or recording data on a re- 
cording medium or of recording/reproducing apparatus 
such as that shown in Fig. 6 capable of reproducing data 
from a recording medium 21 are updated over a large 
35 number of apparatus, and thus the number of apparatus 
using a master key MK of an old generation decreases. 
As a result, fraudulent copying of data is prevented. 
[0087] That is, if an optical disk 11 which does not 
have prerecorded generation information, a recording 
40 apparatus which does not have updated master key can 
record data on that optical disk 11 , and the data record- 
ed on that optical disk 1 1 can be reproduced by a repro- 
ducing apparatus which does not have updated master 
key, as described above. 
45 [0088] In contrast, data is not allowed to be recorded 
on a recording medium 21 which has prerecorded gen- 
eration information unless the recording apparatus has 
a master key MK of a generation equal to or later than 
that indicated by the prerecorded generation informa- 
50 tion. That is, to record data on the recording medium 21 , 
a master key MK of a generation equal to or later than 
that indicated by the prerecorded generation informa- 
tion stored on the recording medium 21. This prevents 
a recording apparatus, whose master key is not updat- 
55 ed, from recording data. 

[0089] In the present embodiment, it is assumed that 
the generation of the master key described in the key 
table recorded on the recording medium 21 is recorded 
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in the form of prerecorded generation information #n. 
However, it is not necessarily required that the genera- 
tion of the master key described in the key table record- 
ed on the recording medium 21 be the same as the gen- 
eration indicated by the prerecorded generation infor- s 
mation #n. 

[0090] Referring now to Figs. 9 to 12, the operation of 
the recording/reproducing apparatus shown in Fig. 6 is 
described below. 

[0091] Referring first to the flow chart shown in Fig. 9, 10 
a master key updating process is described which is per- 
formed when the recording medium 21 is set on the re- 
cording/reproducing apparatus to record or reproduce 
data. 

[0092] In step S21 after the recording medium 21 is is 
set on the recording/reproducing apparatus, the record- 
ing medium interlace 39 reads prerecorded generation 
information #n from the recording medium 21 and sup- 
plies it to the master key updating unit 43 of the encrypt- 
ing/decrypting LSI 36 (Fig. 7). In step S22, the master 20 
key updating unit 43 reads the encrypted master key C 
from the encrypted data memory 3 and compares the 
generation of the encrypted master key with the gener- 
ation number n indicated by the prerecorded generation 
information #n so as to examine coincidence/difference 25 
in generation. 

[0093] If it is determined in step S22 that the genera- 
tion n indicated by the prerecorded generation informa- 
tion #n is not later (not newer) than the generation of the 
encrypted master key C stored in the encrypted data 30 
memory 3, that is, if the generation of the encrypted 
master key C stored in the encrypted data memory 3 is 
equal to or later than the generation n indicated by the 
prerecorded generation information #n, then steps S23 
to S25 are skipped and the master key updating process 35 
is ended. 

[0094] In this case, there is no need to update the 
master key MK (encrypted master key C) stored in the * 
encrypted data memory 3, and thus updating is not per- 
formed. 40 
[0095] On the other hand, if it is determined in step 
S22 that the generation n indicated by the prerecorded 
generation information #n is later (newer) than the gen- 
eration of the encrypted master key C stored in the en- 
crypted data memory 3, that is, if the generation of the 45 
encrypted master key C stored in the encrypted data 
memory 3 is older than the generation n indicated by the 
prerecorded generation information #n, the process 
goes to step S23. In step S23, the recording medium 
interface 39 reads the key table from the recording me- 50 
dium 21 (Fig. 8) and transfers it to the master key up- 
dating unit 43 of the encrypting/decrypting LSI 36 (Fig. 
7). 

[0096] In step S24, the master key updating unit 43 
determines whether or not the key table includes the en- 55 
crypted master key C corresponding to the device 
number j assigned to the recording/reproducing appa- 
ratus. If the encrypted master key C is not found in the 



key table, step S25 is skipped and the master key up- 
dating process is ended. 

[0097] When it is known that the recording/reproduc- 
ing apparatus has been attacked by an attacker and its 
device key DKj has been exposed, the field in the key 
table for the encrypted master key C(j, i + 1 ) correspond- 
ing to the category number j is blanked as described ear- 
lier with reference to Fig. 2, and thus the master key MK 
is not updated (cannot be updated). 
[0098] On the other hand, if it is determined in step 
S34 that the key table includes the encrypted master 
key corresponding to the device key j assigned to the 
recording/reproducing apparatus, the process goes to 
step S25. In step S25, the master key updating unit 43 
supplies the encrypted master key C to the encrypted 
data memory 3 so as to replace the encrypted master 
key stored therein with the encrypted master key C de- 
tected in the key table. Then, the master key updating 
process is ended. 

[0099] Referring now to the flow chart shown in Fig. 
10, an operation performed by the recording/reproduc- 
ing apparatus to record data on the recording medium 
21 is described below. 

[0100] First, in step S31 , the recording medium inter- 
face 39 reads the prerecorded generation information 
#n from the recording medium 21 and supplies it to the 
CPU 37. In step S32, the CPU examines the generation 
of the encrypted master key C stored in the encrypted 
data memory 3 of the encrypting/decrypting LSI (Fig. 7) 
and determines whether the generation n indicated by 
the prerecorded generation information #n is equal to or 
later than the generation of the encrypted master key by 
means of comparison. 

[0101] If it is determined in step S32 that the genera- 
tion of the encrypted master key C stored in the encrypt- 
ed data memory 3 is neither equal to nor later than the 
generation n indicated by the prerecorded generation 
information #n, that is, if it is determined that the gener- 
ation of the encrypted master key C stored in the en- 
crypted data memory 3 is older than the generation n 
indicated by the prerecorded generation information #n, 
steps S33 and S34 are skipped and the process is end- 
ed. 

[01 02] In this case, because the generation of the en- 
crypted master key C stored in the encrypted data mem- 
ory 3 is older than the generation n indicated by the pre- 
recorded generation information #n, recording of data 
onto the recording medium 21 is not allowed (cannot be 
performed). 

[0103] On the other hand, if it is determined in step 
S32 that the generation of the encrypted master key C 
stored in the encrypted data memory 3 is equal to or 
later than the generation n indicated by the prerecorded 
generation information #n, that is, if it is determined that 
the generation of the encrypted master key C stored in 
the encrypted data memory 3 is not older than the gen- 
eration n indicated by the prerecorded generation infor- 
mation #n s then the process goes to step S33. In step 
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S33, the CPU 37 employs the generation information 
indicating the generation of the encrypted master key C 
stored in the encrypted data memory 3 as the genera- 
tion-when-encrypted information and records it on the 
recording medium 21 (Fig. 8) via the recording medium 
interface 39. 

[0104] If a content to be recorded on the recording 
medium 21 is input to the recording/reproducing appa- 
ratus, then, in step S34 : the content is encrypted by the 
encrypting/decrypting LSI 36 and supplied to the record- 
ing medium interlace 39 via the bus 31 
[0105] More specifically, when a digital signal repre- 
senting a content to be recorded on the recording me- 
dium 21 is supplied to the digital interface 32, the digital 
interface 32 transfers the received digital signal to the 
encoder 41 of the encrypting/decrypting LSI 36 (Fig. 7) 
via the bus 31 . In the case where an analog signal rep- 
resenting a content to be recorded on the recording me- 
dium 21 is supplied to the analog interface 35, the ana- 
log signal is converted by the converter 34 into a digital 
signal and supplied to the MPEG codec 33. The MPEG 
codec 33 MPEG-encodes the digital signal received 
from the converter 33 and supplies the resultant signal 
to the encoder 41 of the encrypting/decrypting LSI 36 
via the bus 31. 

[0106] In the encrypting/decrypting LSI 36, the master 
key decoder 4 decodes the encrypted master key C 
stored in the encrypted data memory 3 into a master key 
MK in accordance with the device key DK stored in the 
device key memory 2. The resultant master key MK is 
supplied to the encoder 41. Using the master key MK 
supplied from the master key decoder 4, the encoder 41 
encrypts the digital signal representing the content sup- 
plied to the encoder 41 . The obtained encrypted content 
is supplied to the recording medium interface 39 via the 
bus 31. 

[0107] Furthermore, in step S34, the recording medi- 
um interface 39 transfers the encrypted content re- 
ceived from the encrypting/decrypting LSI 36 to the re- 
cording medium 21 so as to record it thereon. Then : the 
process is ended. 

[0108] In the case where a disk-shaped recording me- 
dium such as an optical disk is employed as the record- 
ing medium 21 , generation -when-encrypted information 
is recorded, for example, in a sector header of a sector, 
as shown in Fig. 11- More specifically, each sector in- 
cludes a sector header and a user data area, and the 
generation-when-encrypted information is recorded in a 
sector header of a sector corresponding to a user data 
area in which the encrypted content encrypted using the 
master key MK of the generation indicated by the gen- 
eration-when-encrypted information is recorded. The 
details of the method of recording generation informa- 
tion are disclosed in Japanese Patent Application No. 
10-352975 filed by the applicant tor the present inven- 
tion. 

[0109] In the case where the encrypted content is re- 
corded in the form of a file on the recording medium 21, 



the generation-when-encrypted information may be re- 
corded, on the recording medium 21, in a form which 
allows the generation -when-encrypted information to be 
managed in relation to the file. 
5 [0110] In the embodiment described above, a content 
is encrypted using a master key of a particular genera- 
tion stored in the encrypted data memory 3 and then the 
encrypted content is recorded. Alternatively, a master 
key of a generation indicated by prerecorded generation 
io information recorded on the recording medium 21 may 
be produced from a master key of a particular genera- 
tion stored in the encrypted data memory 3, and a con- 
tent may be encrypted using the produced master key 
and the encrypted content may be recorded. In this 
is case, the generation of the master key used to encrypt 
the content recorded on the recording medium 21 is al- 
ways equal to the generation indicated by the prerecord- 
ed generation information recorded on the recording 
medium 21. Therefore : in this case, it is not required to 
20 record the generation- when-encrypted information on 
the recording medium 21 . 

[0111] Referring now to the flow chart shown in Fig. 
12, an operation performed by the recording/reproduc- 
ing apparatus to reproduce data from the recording me- 
25 dium 21 is described below. 

[0112] First, in step S41 , the recording medium inter- 
face 39 reads prerecorded generation information #n 
from the recording medium 21 and supplies it to the CPU 
37. In the next step S42, the recording medium interface 
30 39 further reads, from the recording medium, informa- 
tion (generation-when-encrypted information) repre- 
senting the generation of a master key MK used to en- 
crypt a content (data) to be reproduced. The obtained 
information is also supplied to the CPU 37. 
35 [0113] In step S43, the CPU 37 compares the gener- 
ation n indicated by the prerecorded generation infor- 
mation #n with the generation m indicated by the gen- 
eration-when-encrypted information to examine coinci- 
dence/difference in generation. 
40 [0114] If it is determined in step S43 that the genera- 
tion m indicated by the generation-when-encrypted in- 
formation is neither equal to nor later than the genera- 
tion n indicated by the prerecorded generation informa- 
tion #n, that is, if the generation m indicated by the gen- 
45 eration-when-encrypted information is older than the 
generation n indicated by the prerecorded generation 
information #n, then steps S44 to S46 are skipped and 
the process is ended. 

[0115] Thus, in the case where the content recorded 
50 on the recording medium is determined to be a content 
encrypted using a master key MK of a generation older 
than the generation n indicated by the prerecorded gen- 
eration information #n, thecontent is not reproduced (re- 
producing of the content is not allowed). 
55 [0116] That is, in this case, thecontent is regarded as 
a content encrypted and recorded using an old-genera- 
tion master key by a recording apparatus which has 
been designated as a fraudulent apparatus and thus 
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which can no longer obtain a newest-generation master 
key. Data recorded on a recording medium 21 using 
such a fraudulent apparatus is prevented from being re- 
produced thereby precluding use of such a fraudulent 
recording apparatus. 

[0117] On the other hand, if it is determined in step 
S43 that the generation m indicated by the generation- 
w hen-encrypted information is equal to or later than the 
generation n indicated by the prerecorded generation 
information #n, that is, if the generation m indicated by 
the generation-when-encrypted information is equal to 
or newer than the generation n indicated by the prere- 
corded generation information #n and thus the content 
recorded on the recording medium 21 is a content en- 
crypted using a master key MK of a generation equal to 
or later than the generation n indicated by the prerecord- 
ed generation information #n, then the process goes to 
step S44. In step S44, the CPU examines the generation 
of the encrypted master key C stored in the encrypted 
data memory 3 of the encrypting/decrypting LSI (Fig. 7) 
and compares the generation n indicated by the prere- 
corded generation information #n with the generation m 
indicated by the generation-when-encrypted informa- 
tion to determine consistence/difference in generation. 
[0118] If it is determined in step S44 that the genera- 
tion of the encrypted master key C stored in the encrypt- 
ed data memory 3 is neither equal to nor later than the 
generation m indicated by the generation-when-en- 
crypted information, that is, if the generation of the en- 
crypted master key C stored in the encrypted data mem- 
ory 3 is older than the generation m indicated by the gen- 
eration-when-encrypted information, steps S45 and 
S46 are skipped and the process is ended. 
[0119] Thus, also in the case where the generation of 
the encrypted master key C stored in the encrypted data 
memory 3 is older than the generation m indicated by 
the generation-when-encrypted information, reproduc- 
ing of data Irom the recording medium 21 is not allowed. 
That is, when the generation of the encrypted master 
key C is older than the generation m indicated by the 
generation -when -encrypted information, it is not impos- 
sible to generate, from the master key MK obtained from 
the encrypted master key C, a master key MK of the 
generation m which is newer than the generation of the 
master key MK obtained from the encrypted master key 
C. Thus, in this case, reproducing of data from the re- 
cording medium 21 is not performed (cannot be per- 
formed). 

[0120] Therefore, a recording/reproducing apparatus 
having only a master key of a generation older than the 
generation m indicated by the generation-when-en- 
crypted information recorded on the recording medium 
21 cannot reproduce data from the recording medium 
21 even if the recording/reproducing apparatus is an au- 
thorized one. For example, when a key table associated 
with an ith -gene rat ion master key MK S and prerecorded 
generation information indicating the ith generation are 
recorded on a recording medium 21, if a content en- 



BNSDOCIO: <EP 1008989A2_I_> 



crypted using a mater key MK i+1 of a (i+1)th generation 
is recorded on the recording medium 21, a recording/ 
reproducing apparatus having only a master key of a 
generation equal to or older than the ith generation can- 
s not reproduce the content encrypted using the mater 
key MK j+1 of the (i+1 )th generation from the recording 
medium 21 even if the recording/reproducing apparatus 
is an authorized one. 

[0121] However, the above problem can be avoided 

10 if a content is recorded on the recording medium 21 after 
encrypting the content using a master key of the gener- 
ation indicated by the prerecorded generation informa- 
tion recorded on the recording medium 21 and then re- 
corded on the recording medium 21 . 

is [01 22] That is, in the present embodiment, because it 
is ensured that the master key of the generation indicat- 
ed by the prerecorded generation information is regis- 
tered in the key table on the recording medium 21, any 
authorized recording/reproducing apparatus can ac- 

20 quire a master key of the generation indicated by the 
prerecorded generation information from the key table 
recorded on the recording medium 21. Therefore, any 
authorized recording/reproducing apparatus can repro- 
duce from the recording medium ,21 any content en- 

2S crypted using the master key of the generation indicated 
by the prerecorded generation information recorded on 
the recording medium 21 . 

[0123] On the other hand, if it is determined in step 
S44 that the generation of the encrypted master key C 

30 stored in the encrypted data memory 3 is equal to or 
later than the generation m indicated by the generation- 
when-encrypted information, that is, if the generation of 
the encrypted master key C stored in the encrypted data 
memory 3 is equal to or newer than the generation m 

35 indicated by the gene rat ion -when-encrypted informa- 
tion, then the process goes to step S45. In step S45, the 
master key decoder 4 in the encrypting/decrypting LSI 
36 (Fig. 7) decodes the encrypted master key C stored 
in the encrypted data memory 3 into a master key MK 

40 in accordance with the device key DK stored in the de- 
vice key memory 2. If the generation of the decoded 
master key MK is newer than the gene ration m indicated 
by the generation-when-encrypted information, the 
master key decoder 4 produces a master key MK of the 

45 generation m indicated by the gene rat ion -when -en- 
crypted information from the decoded master key MK 
and supplies the resultant master key MK to the decoder 
42. 

[0124] Then in the next step S46, the recording me- 
so dium interface 39 reads an encrypted content from the 
recording medium 21 and supplies it to the encrypting/ 
decrypting LSI 36 via the bus 31. Furthermore, in step 
S46, the decoder 42 in the encrypting/decrypting LSI 36 
decodes the encrypted content read from the recording 
55 medium 21 in accordance with the master key MK ob- 
tained in step S45. Thus, the process is completed. 
[0125] The content decoded in the above-described 
manner is then output to the outside via the bus 31 and 
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the digital interface 32, or the content is further MPEG- 
decoded by the MPEG codec $3 and converted by the 
converter 34 into an analog signal and then output to 
the outside via the analog interface 35. 
[0126] As described above, because reproducing of 
data is prohibited when the generation indicated by the 
generation-when-encrypted information is not equal to 
or later than the generation indicated by the prerecorded 
generation information, all users have to perform updat- 
ing of master keys. This indirectly precludes distribution 
of a recording medium recorded by a fraudulent appa- 
ratus. 

[01 27] A key table in which a master key is registered 
and prerecorded generation information may also be ac- 
quired via a recording medium such as an IC (integrated 
Circuit) card other than a recording medium 21 used by 
a recording/reproducing apparatus to record or repro- 
duce data, or via a network. However, when an IC card 
is employed, the IC card is additionally required and thus 
hardware cost increases. In the case, a master key is 
acquired via a network, a modem and a TA (Terminal 
Adapter) for communication are additionally required, 
and thus hardware cost also increases. In contrast, in 
the case where a key table and prerecorded generation 
information are recorded on a recording medium 21 
used by a recording/reproducing apparatus to record or 
reproduce data, no additional hardware is required and 
an increase in apparatus cost can be prevented. 
[0128] The processes described above may be per- 
formed by either hardware or software. When the proc- 
esses are performed by software, a software program 
is installed on a general-purpose computer or the like. 
[01 29] Fig. 1 3 illustrates an embodiment of the inven- 
tion in which a program used to execute the processes 
described above is installed on a computer. 
[0130] The program may be stored, in advance, on a 
hard disk 1 05 serving as a storage medium or in a ROM 
1 03 which are disposed inside the computer. 
[0131] Alternatively, the program may be temporarily 
or permanently stored (recorded) on a removable re- 
cording medium 111 such as a floppy disk, a CD-ROM 
(Compact Disk Read Only Memory), an MO (Magneto 
Optical) disk, a DVD (Digital Versatile Disk), a magnetic 
disk, or a semiconductor memory. Such a removable re- 
cording medium 1 1 1 may be provided in the form of so- 
called package software. 

[0132] Instead of installing the program from the re- 
movable recording medium 111 onto the computer, the 
program may also be transferred to the computer from 
a download site via a digital broadcasting satellite by 
means of radio transmission or via a network such as a 
LAN (Local Area Network) or the Internet by means of 
wire communication. In this case, the computer re- 
ceives, using a communication unit 108, the program 
transmitted in such a manner and installed the program 
on the hard disk 105 disposed in the computer. 
[0133] In the present embodiment, it is not necessarily 
required that a process be described in a program exe- 



cuted by the computer in such a manner that steps of 
the process are performed in a time sequential fashion 
in the order described in a flow chart but steps of the 
process may be performed in a parallel fashion (parallel 
s processing or object processing). 

[0134] Furthermore, the program may be executed ei- 
ther by a single computer or by a plurality of computers 
by means of distributed processing. The program may 
also be transferred to a computer at a remote location 
10 and executed by that computer. 

[0135] The computer rncludes a CPU (Central 
Processing Unit) 102. The CPU 102 is connected to an 
input/output interface 110 via a bus 101. When a user 
inputs a command by operating an input device 107 
is such as a keyboard or a mouse, the command is trans- 
ferred to the CPU 1 02 via the input/output interface 1 1 0. 
In accordance with the command, the CPU 102 exe- 
cutes a program stored in the ROM (Read Only Memo- 
ry) 103. Alternatively, the CPU 102 may execute a pro- 
2Q gram loaded in a RAM (Random Access Memory) 104 
wherein the program may be loaded into the RAM 104 
by transferring a program stored on the hard disk 105 
into the RAM 104, or transferring a program which has 
been installed on the hard disk 105 after being received 
25 from a satellite or a network via the communication unit 
108, or transferring a program which has been installed 
on the hard disk 1 05 after being read from a removable 
recording medium 11 loaded on a drive 109. By execut- 
ing the program, the CPU 102 performs the process de- 
30 scribed above with reference to the flow charts. The 
CPU 102 outputs the result of the process, as required, 
to an output device such as an LCD (Liquid Crystal Dis- 
play) or a loudspeaker via an input/output interface 1 1 0. 
The result of the process may also be transmitted via 
35 the communication unit 108 or may be stored on the 
hard disk 105. 

[0136] In so far as the embodiments of the invention 
described above are implemented, at least in part, using 
software-controlled data processing apparatus, it will be 
40 appreciated that a computer program providing such 
software control and a storage medium by which such 
a computer program is stored are envisaged as aspects 
of the present invention. 

[0137] Although particular embodiments have been 
45 described herein, it will be appreciated that the invention 
is not limited thereto and that many modifications and 
additions thereto may be made within the scope of the 
invention. For example, various combinations of the fea- 
tures of the following dependent claims can be made 
50 with the features of the independent claims without de- 
parting from the scope of the present invention. 



Claims 

55 

1. An information processing apparatus comprising: 
acquisition means for acquiring a first key from 
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the outside, said first key being capable of pro- 
ducing a first key of a generation -older than the 
generation of said first key acquired from the 
outside; and 

updating means for updating the content of first 
key storage means storing said first key with 
said first key acquired via said acquisition 
means. 

2. An information processing apparatus according to 
Claim 1 , wherein if the generation of said first key 
acquired via said acquisition means is later than the 
generation of said first key stored in said first key 
storage means, said updating means updates the 
content of said first key storage means. 

3. An information processing apparatus according to 
Claim 1 , wherein said updating means replaces the 
first key stored in said first key storage means with 
the first key acquired via said acquisition means. 

4. An information processing apparatus according to 
Claim 1 , further comprising said first key storage 
means. 

5. An information processing apparatus according to 
Claim 1, wherein said first key storage means 
stores a first encrypted key obtained by encrypting 
said first key in accordance to a second key, 

and wherein said information processing ap- 
paratus further comprises decoding means for de- 
coding said first encrypted key in accordance with 
said second key. 

6. An information processing apparatus according to 
Claim 5, further comprising second key storage 
means for storing said second key. 

7. An information processing apparatus according to 
Claim 1, further comprising production means for 
producing, from the first key stored in the first key 
storage means, a first key of a generation older than 
the generation of said first key stored in the first key 
storage means. 

8. An information processing apparatus according to 
Claim 7, wherein said production means produces 
a first key of a generation older than the generation 
of said first key stored in said first key storage 
means by applying a predetermined function to said 
first key stored in said first key storage means. 

9. An information processing apparatus according to 
Claim 1 , wherein said acquisition means reads said 
first key from a recording medium on which said first 
key is recorded. 

10. An information processing apparatus according to 



Claim 9, wherein a plurality of said first keys are re- 
corded on said recording medium, 

and wherein said acquisition means reads a 
particular first key of said plurality of first keys, said 
5 particular first key being assigned to said informa- 
tion processing, apparatus. 

11. An information processing apparatus according to 
Claim 1 , further comprising encryption means for 

10 encrypting data in accordance with the first key 
stored in said first key storage means. 

12. An information processing apparatus according to 
Claim 1 , further comprising: 



15 



20 



25 



comparison means for comparing the genera- 
tion of the first key stored in said first key stor- 
age means with a particular generation of a first 
key, said particular generation being indicated 
by generation information recorded on a re- 
cording medium; and 

recording control means for controlling record- 
ing of data onto said recording medium in ac- 
cordance with a comparison result given by 
said comparison means. 



13. An information processing apparatus according to 
Claim 12 : wherein., only when the generation of the 
first key stored in said first key storage means is 
30 equal to or later than the generation indicated by 
the generation information recorded on said record- 
ing medium, said recording control means allows 
data to be recorded on said recording medium. 

35 14. An information processing apparatus according to 
Claim 12, further comprising encryption means for 
encrypting data in accordance with the first key 
stored in said first key storage means and output- 
ting the resultant encrypted data, 

40 wherein said recording control means records 

said encrypted data onto said recording medium. 

15. An information processing apparatus according to 
Claim 14 : wherein said recording control means al- 
45 so records, onto said recording medium, the gener- 
ation information indicating the generation of the 
first key used by said encryption means to encrypt 
the data. 

50 16. An information processing apparatus according to 
Claim 1 , further comprising decoding means for de- 
coding encrypted data in accordance with the first 
key stored in said first key storage means. 

55 17. An information processing apparatus according to 
Claim 1 , further comprising: 

comparison means for comparing the genera- 
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tion of the first key stored in said first key stor- 
age means with a particular generation of a first 
key, said particular generation being indicated 
by generation information recorded on a re- 
cording medium; and 

reproducing control means for controlling re- 
producing of data from said recording medium, 
in accordance with a comparison result given 
by said comparison means. 

18. An information processing apparatus according to 
Claim 17, wherein only when the generation of the 
first key stored in said first key storage means is 
equal to or later than the generation indicated by 
the generation information recorded on said record- 
ing medium, said reproducing control means allows 
data to be reproduced from said recording medium. 

19. An information processing apparatus according to 
Claim 17, wherein encrypted data is recorded on 
said recording medium, 

and wherein said information processing ap- 
paratus further comprises decoding means for de- 
coding said encrypted data in accordance with the 
first key stored in said first key storage means. 

20. An information processing apparatus according to 
Claim 1 , further comprising: 

first comparison means for comparing the gen- 
eration of the first key stored in said first key 
storage means with a generation indicated by 
first generation information stored on a record- 
ing medium on which encrypted data obtained 
by encrypting data according to a first key and 
the first generation information indicating the 
generation of the first key used to encrypt said 
data are recorded; 

reproducing control means for controlling re- 
producing of encrypted data from said record- 
ing medium, in accordance with a comparison 
result given by said first comparison means; 
and 

decoding means for decoding said encrypted 
data in accordance with the first key stored in 
said first key storage means. 

21. An information processing apparatus according to 
Claim 20, wherein only when the generation of the 
first key stored in said first key storage means is 
equal to or later than the generation indicated by 
the first generation information recorded on said re- 
cording medium, said reproducing control means 
allows data to be reproduced from said recording 
medium. 

22. An information processing apparatus according to 
Claim 20, wherein second generation information 
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indicating the generation of a particular first key has 
been recorded, in advance, on said recording me- 
dium, 

said information processing apparatus further 
comprising second comparison means for compar- 
ing the generation indicated by the second genera- 
tion information recorded on said recording medium 
with the generation of the first key stored in said first 
key storage means, 

and wherein said reproducing control means 
controls reproducing of said encrypted data from 
said recording medium, in accordance with compar- 
ison results given by said first and second compar- 
ison means. 

23. An information processing apparatus according to 
Claim 20, further comprising production means for 
producing a first key in such a manner that, when 
the generation of the first key stored in said first key 
storage means is later than a generation indicated 
by first generation information stored on said re- 
cording medium, said production means produces 
a first key of the generation indicated by said first 
generation information from the first key stored in 
said first key storage means, 

wherein said decoding means decodes said 
encrypted data in accordance with the first key pro- 
duced by said production means. 

24. An information processing apparatus according to 
Claim 1, further comprising: 

production means for producing, from the first 
key stored in said first key storage means, a 
first key of a particular generation indicated by 
generation information recorded on a recording 
medium; 

encrypting means for encrypting data in ac- 
cordance with the first key produced by said 
production means and outputting the resultant 
encrypted data; and 

recording control means for recording said en- 
crypted data onto said recording medium. 

25. An information processing apparatus according to 
Claim 1, further comprising: 

production means for producing, from the first 
key stored in said first key storage means, a 
first key of a particular generation indicated by 
generation information recorded on a recording 
medium; 

reproducing control means for reproducing da- 
ta recorded on said recording medium; and 
decoding means for decoding the data repro- 
duced from said recording medium, in accord- 
ance with the first key produced by said produc- 
tion means. 
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26. An information processing method comprising the 
steps of: 

acquiring a key from the outside, said key being 
capable of producing a key of a generation old- 5 
er than the generation of said key acquired from 
the outside; and 

updating the content of key storage means stor- 
ing said key with said key acquired via said ac- 
quisition means. 10 

27. A recording means storing a program executed by 
a computer to perform a process, said process com- 
prising the steps of: 

75 

acquiring a key from the outside, said key being 
capable of producing a key of a generation old- 
er than the generation of said key acquired from 
the outside; and 

updating the content of key storage means stor- 20 
ing said key with said key acquired via said ac- 
quisition means. 

28. A recording medium on which encrypted data ob- 
tained by encrypting data according to a first key is 
recorded, said recording medium being character- 
ized in that: 

generation information is recorded on said re- 
cording medium, said generation information indi- 
cating the generation of a first key capable of pro- 30 
ducing a first key of a generation older than the gen- 
eration indicated by said generation information. 

29. A recording medium according to Claim 28, wherein 
said generation information is recorded in a read- 35 
only area. 

30. A recording medium according to Claim 28, wherein 
said first key and generation information indicating 

the generation of said first key are recorded on said 40 
recording medium. 

31 . A recording medium according to Claim 30, wherein 
said first key is encrypted in accordance with a sec- 
ond key. 45 

32. A recording medium according to Claim 30, wherein 
said first key is recorded in a read-only area. 

33. A recording medium according to Claim 28, wherein so 
a plurality of first keys and generation information 
indicating the generations of said plurality of first 
keys are recorded on said recording medium. 
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